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               ANNUAL CONFERENCE 

Under the Patronage of the Deputy Prime Minister on Public order and Security and Minister of Defense of the Republic of Bulgaria H.E. Krasimir Karakachanov

CENTRAL MILITARY CLUB 

12-13 DECEMBER2017
TITLE: ELECTRONIC, CYBER, INFORMATION AND COMMUNICATION TECHNOLOGIES – FOUNDATION OF FUTURE ARMED FORCES
INTRODUCTION

Bulgaria joined NATO on 29.03.2004 г. This was related to some obligations about weapon systems to overcome the drastic gap with some allied armies. Periodically Army modernization problems have been included in the society’s agenda. It was never opposed the necessity for replacement of moral and physically old equipment of the three services.  During the years different number of PROJECTS were formulated and it seemed that this will solve the problem. But this was done before clear definition of THREATS regarding which the selection of type and quantity of weapons and their tactical and technical characteristrics. Topics about the PERSPECTIVES (at least 20-30 years) for new weapon complexes are not publicly discussed. There are discussions and decisions about the types, brands, producers countries, politically related issues, and the equipment of platforms with modern “intelligent” subsystems: for recognition, EW, imaginary, cloud infrastructures, CIS and integrated modular data bases, information protection and cryptography are left at the second row. The Cyber security seems to be forgotten.  
AFCEA in its worldwide activities organizes events and discussions exactly of those topics. In most of the cases with the participation of NCI Agency of NATO. Bulgaria was Director general of the Agency Lauren Didricsen to speak on „Technical and technological problems of NATO membership”.
This is why this AFCEA SOFIA CHAPTER cconference has a goal not to speak about something that is clear in advance, but  together to define requirements and have discussions on part of those technical and technological subsystems, which will make weapon systems systems of the FUTURE.Not less important goal is ot demonstrate capabilities of the leading companies – suppliers of reliable and perspective systems and how the Bulgarian business will participate in long term in this critical for the armed forces process.
CONFERENCE PARTICIPANTS
Conference is organized in partnership with the Ministry of Defense.

In different panels and sessions representatives of following institutions will participate: 
International Institutions:

· NATO Communication and Information Agency (NCIA);

· European Defense Agency (EDA);

· European Network Information Security Agency

National State Representatives

Ministry of Defense and Armed Forces:

· Minister/Deputy minister of Defense;

· Chief of Defense/Deputy Chief of defense;
· Land forces Command

· Air Force Command

· Navy Command

· Communication Information Systems (CIS) Directorate;

· Defense Acquisition Directorate;

· Project Management Directorate;

· Information Security Directorate;

· Joit forces Command;

· NATO Force integration Unit

· Stationary communications command;

· Communication Units

Ministry of Interior;

Ministry of Economy;

Ministry of Transport, IT and Communications;

State commision on Information Security;

State Commision on Personal Data Protection;

State National Security Agency;
State Technical Operations Agency;
State Agency “e – government”

Academic and research institutions:

· Bulgarian academy of sciences

· Defense Institute

· National Defense Acedemy

· Defense Advanced Research Institute

Industrial participants:

· Representatives of leading International and Bulgarian companies

DISCUSSION TOPICS:
1. Key technological issues and challenges for C4ISR systems.
· Spectrum use amd management.
· Legacy and new generation syastems compatability.

· Quick prototyping and implementation.

· Increased authonomy of syatems and devices.
· EW protection and sustainability.
· CEMA (Cyber Electromagnetic Activities)
2. FoF recognition systems for all three Services
· Acquisition of 3D radars and sensors.

· Systems for adequate recognition of platforms of ally and friendly active effectors.

3. Generation and dissemination of battle field picture.

· Generation of Air, Maritime and Land situation picture.
· Generation and dissemination of joint situation picture.
4. Building up cloud infrastructures and data centers.

· Mobile Data Centers for defense goals.

· Modular solutions for data centers.
5. Building operational command centers.

· Architectural solutions for operational centres.

· Visualization systems and data flow management systems for operational centers.
6. Cyber defense capabilities.

· Information infrastructure monitoring and management systems. 
· Combined Cyber situation picture generation.
· Modelling and simulation.
· Information Crypto algorithms and systems.

· Training of cyber operations specialists.

PRELIMINARY PROGRAMME
PLENARY SESSION
Opening keynote. Minister/Deputy Minister of Defense.
„MoD vision on acquirement of intelligent weapon systems and modern operations.” – Ministry of defense/Defense staff views
Presentation from General Dynamics Mission Systems—Canada – Platinum.
COFFEE BREAK 10:30 – 11:00
FIRST SESSION 11:00 – 12:30 

„Identification and recognition systems and systems for generation of combat operation picture for different services”
Moderators – Director/Deputy Director of Project management directorate, Konstantin Zografov, AFCEA.
Presentation on “Friend-Foe recognition systems according NATO Standards” –CIS Directorate. Col. Daniel Dokev, Head of “Navigation, sensors and recognition”. 
Presentation on “Identification and tracking of own forces”- CIS Directorate, LTC Georgy Georgiev, “Navigation, sensors and recognition” department.
Presentation from SAAB International, SAAB Technologies „SAAB Surface Radar Solutions”, Ing. Filip Mikas, Ph.D. Project Manager Bussiness Area Surveillance
Presentation from ELTA – Israel “Multi mission Air and Surveillance Defense Radars”, Mr. Boaz Nathan
NETWORKING LUNCH 12:30 – 13:45
SECOND SESSION 14:00 – 17:45 

„Building cloud infrastructures of Defense centers”   

Moderator – Deputy Director of CIS Directorate Col. Georgy Stankov
Presentation on “Definition of operational and technical requirements” – Presentation from CIS Directorate, Col. Krasimir Andreev, Head of Information Technologies Department.
Presentaion from CISCO „Cisco‘s Cyber Security Solutions”

COFFEE BREAK 15:30 – 16:00

Presentation from HP Enterprise “Automation of resources in Data Centers”.
Presentation of Integration capabilities of Bulgarian Defense industry – “Integrated CIS for Defense and Security”, Krasimir Pingelov, CEO of “Electron Progress EAD
COCKTAIL 18:00 – 20:00
13 December 2017 

THIRD SESSION 09:30 -12:30 hrs.

 „Building, equipping and training of Cyber security and defense structures”
Moderator – Information security directorate – Information security directorate/Defense institute
Presentation on Cyber Security and Defense from Mod Information Security Directorate

Presentation from NCI Agency, ‘Transforming NATO C4ISR & Cyber Capabilities & Training”,   Mr. Jean Paul Massart, Acting Director Application Services 

Presentation of ELTA IAI – Cyber security, Mr. Moti Har-Lev
Presentation from VERINT/OMNITEL Israel/Bulgaria Verint TPS – Threat Protection System for organizations in NATO and EU countries, Mr. Amos Halfon, Sales Director Europe
Presentation of ENISA - Steve Purser - Head of Core Operations Department at ENISA “ENISA Network and Cyber security as per EU Strategy”

Conclusions
Networking lunch 12:30 – 13:30

